
Webinar:  

Cybersecurity –
Adapting Legal Solutions to 
New Threats and Old Adversaries
2 February 2021 – 9 am ET, 15:00 CET
Info:  www.publicprocurementinternational.com
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Welcome 
to Today’s 
Program

Introductions

Presentations

Questions & Discussion  
-- then follow-on 
meeting on compliance 
issue

Disclaimer:  All opinions offered are the personal opinions of the participants and should not be attributed to their organizations.
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Sandeep Kathuria Lisa Schenck Paul Rosenzweig

Kate Growley Alexander Canizares Moshe Schwartz

Sam Singer Christopher Yukins

9:04

Webinar agenda (first hour):
• Paul Rosenzweig (R Street) –

Solar Winds
• Sandeep Kathuria (Leidos) –

Biden administration 
response

• Moshe Schwartz (Etherton
& Associates) – NDAA FY21

• Sam Singer (Boeing) –
Section 889 / ICT Supply 
Chain

• Alex Canizares (Perkins 
Coie) – CMMC

After webinar:  
Informal Zoom meeting led by Kate Growley
(Crowell & Moring) and Sandeep Kathuria
(Leidos) on cybersecurity compliance challenges 
(registration on 
publicprocurementinternational.com)

3



How to register for follow-
on meeting on 

publicprocurementinternational.com
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Register

. . . Or simply click the Zoom registration 
link in the “chat” 



Associate Dean Lisa Schenck
Director, National Security Law Program
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Solar Winds

 How it happened, and for how long
 What we know about who was responsible
 What may have been stolen
 Why it happened 

 Potential enhancements to contractor cybersecurity 
requirements

9:14
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Biden Administration Response

● $10 billion in proposed funding to address Solar Winds

-IT shared services at CISA and GSA
-Improving security monitoring and incident response on federal networks
-More hiring to support federal CISO and U.S Digital Service

● More robust information sharing of threat intel needed

● New recommendation by Cyberspace Solarium 
Commission for policy directive requiring threat hunting on 
defense company networks as contract requirement

-Who conducts the threat hunting?  Role of U.S. Cyber Command?
-Questions about effectiveness of external scanning should be assessed 
(e.g., risk/rate of false positives)
-Acceleration of timeline in Section 1739 of 2021 NDAA 

Compliance challenges under interim rule 7

9:22



Industrial Base – Title XVII - 52 provisions

• Adds requirements

• Sec. 1716. Modifies requirements for Strategic 
Cybersecurity Program and evaluation of cyber 
vulnerabilities of major weapon systems 

• Sec. 1716. Grants subpoena authority to CISA 

• Sec. 1742. Requires DoD to assess components against 
CMMC framework; requires DoD to provide plan for 
implementing CMMC through contracts 

• Sets the groundwork for more robust actions

• Sec. 1714. Cybersecurity Solarium Commission 

• Sec. 1736. Assessment of DIB cybersecurity sensor 
architecture plan 

• Sec. 1737. Assessment of DIB participation a threat 
information sharing program 

• Sec. 1739. Assessment of a DIB cybersecurity threat 
hunting program

• Creates Infrastructure to prioritize cybersecurity

• Sec. 9001. Elevates the CISA Director from Level III to Level 
II SES 

• Sec. 1752. Establishes the Office of the National Cyber 
Director

• To include participation in National Security Council 
meetings at discretion of the President 

Moshe Schwartz (Etherton & Associates)

National Defense Authorization Act -
FY2021 – Key Cybersecurity Provisions
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Sam Singer (Senior 
Counsel - Boeing)

Some context: Telecom infrastructure, national 
security, and the U.S. government’s effort to reassert 
control 

 Section 889
o What makes it different?
o Compliance and the “double use” problem
o Third-party interconnections

 The Supply Chain Executive Order and the 
Commerce Department’s Interim Final Rule
o A new regulatory regime built on emergency 

powers?
o How should companies manage compliance 

risk?
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| © 2020 Perkins Coie LLP

DOD ASSESSMENTS CMMC
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• Verification of compliance 
with NIST 800 SP-171 
controls

• Basic (Self) + Medium + High 
Assessments

• Impact on source selection, 
e.g., responsibility

• Subcontractor assessments

• CUI/CDI definitions

• Compliance/FCA risks

• Go/No Go criterion

• Phased rollout to Oct. 2025

• OUSD A&S role

• Civilian agency implications 
(DHS, GSA)

• CMMC-AB developments

• Reciprocity issues

• Flow-down questions

CMMC and DFARS Interim Rule: What Lies Ahead?



Questions & 
Discussion
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10:00



Conclusion
Program recording and materials posted at 
www.publicprocurementinternational.com
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Follow-on 
Zoom 
Meeting 
in 5 minutes

Informal meeting to discuss 
compliance challenges, with no 
recording – led by Kate Growley and 
Sandeep Kathuria

Register for the meeting on 
publicprocurementinternational.com 
(bottom of program page)



Meeting:  

Cybersecurity –
Emerging Compliance Challenges
2 February 2021 – 10 am ET, 16:00 CET
Register:  
www.publicprocurementinternational.com
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Kate Growley (Crowell & Moring)
Sandeep Kathuria (Leidos)
Compliance Challenges

• Key issues from first session
• Investigation of potential Solar 
Winds issues and ongoing monitoring
• Enhancing Effective Cybersecurity 
Partnerships Between Government 
and Industry 
• Planning for CMMC and Emerging 
Supply Chain Initiatives 
• Bid protests, potential disputes and 
FCA risks arising out of new 
regulations (with Alex Canizares)
• Audience Questions and More…
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End: 
11:00



Close
Thank you for joining us today.
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